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DETAILED ACTION 

Election/Restrictions 

1 . Newly submitted claim 31-38 are directed to an invention that is independent or 
distinct from the invention originally claimed for the following reasons: The new claims 
are directed toward a method of establishing a secure method of encrypted 
communication between computers, while the original claims are directed toward 
encrypting data prior to transfer, and then later retrieving a decryption key 

Since applicant has received an action on the merits for the originally presented 
invention, this invention has been constructively elected by original presentation for 
prosecution on the merits. Accordingly, claims 31-38 are withdrawn from consideration 
as being directed to a non-elected invention. See 37 CFR 1.142(b) and MPEP § 
821.03. 

Specification 

2. The lengthy specification has not been checked to the extent necessary to 
determine the presence of all possible minor errors. Applicant's cooperation is 
requested in correcting any errors of which applicant may become aware in the 
specification. 

Claim Rejections - 35 USC §112 

3. The following is a quotation of the second paragraph of 35 U.S.C. 112: 

The specification shall conclude with one or more claims particularly pointing out and distinctly 
claiming the subject matter which the applicant regards as his invention. 
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4. Claims 3, 11-13, and 19-30 rejected under 35 U.S.C. 1 12, second paragraph, as 
being indefinite for failing to particularly point out and distinctly claim the subject matter 
which applicant regards as the invention. 

5. Regarding claims 3, 1 1 , and 19, the phrase "if necessary" renders the claim 
indefinite because it is unclear what determines if the limitation is necessary. 

6. Claim 19 recites the limitation "encrypts said payload with said at least one ' 
decryption key". It is unclear how a decryption key would encrypt, and if it is in-fact an 
encryption key. 

Claim Rejections - 35 USC § 102 

1 . The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that 
form the basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 

(b) the invention was patented or described in a printed publication in this or a foreign country or in public 
use or on sale in this country, more than one year prior to the date of application for patent in the United 
States. 

2. Claims 1-30, as best understood, are rejected under 35 U.S.C. 102(b) as being 
anticipated by Cooper et al., US Patent number 5,757,908. 

With regard to claims 1 , 9, 14, 19 and 21 , Cooper discloses a computer (column 
3 lines 50-53), which encrypts a payload (column 3 lines 55 -57), replaces a portion of 
the payload with a tag (column 3 lines 57-63) that identifies a decryption key (column 4 
lines 16-20), and sets a flag in a header that indicates that the payload has the tag 
(column 17 lines 17-23). 

With regards to claims 2, 10, and 20, Cooper discloses encrypting the portion 
(column 3 lines 57-59). 
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With regard to claims 3 and 16, Cooper discloses the tag includes a data-stream 
identifier having information to access a key (column 4 lines 10-15). 

With regard to claims 4, 6-8, 11-13, 17, 18, 22-25, 27, 29, and 30, Cooper 
discloses that in response to finding the data block, the file management program loads 
the decryption key and decrypts the file (column 4 lines 10-22). 

With regard to claims 5 and 28, Cooper discloses receiving the data from a third 
system (column 3 lines 9-15). 

With regard to claims 15 and 26, cooper discloses the system can be a network 
of computers (column 21 lines 12-44). 

Response to Arguments 
1 . Applicants arguments filed 7/2/2004 have been fully considered but they are not 
persuasive. 

Applicant attempts to add special meaning to known terms. For example, a 
protected content exchange module would be any module that protects content to be 
exchanged. An application decoder module is any module that decodes. In Cooper, the 
first system encrypts the payload to protect the content that it is exchanging, and the 
second system receives the key and decodes the content. 

With regard to claim 1,9, 14, 19, and 21, applicant argues, "Cooper et al. do not 
teach a method to re-encrypt a decrypted data stream". The examiner points out that 
this re-encrypting is never claimed in the claims, and it is unclear what limitation of claim 
1 is being referred to here. 
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With regard to claims 2, 10, and 20, applicant argues that Cooper does not 
disclose encrypting a portion of the payload. The encrypting step of claim one includes 
encrypting the entire payload, including the portion. 

With regard to claims 3 and 16, applicant argues that in the claims, a tag require 
a data stream comprising data blocks. The claim defines a tag as including a data 
stream identifier. Applicant further argues that the file in cooper does not contain data 
blocks. The examiner first points to the lack of this limitation in the claims, and second 
points to the definition of data blocks, in Microsoft's Computer Dictionary, as "A 
collection of consecutive bytes of data that are read or written to a device as a group", 
which certainly reads as a file. 

With regard to claims 4, 6-8, 11-13, 17, 18, 22-25, 27, 29, and 30, applicant 
suggests that the first and second system negotiate to determine a decryption key. This 
however is not found in the claims. Instead the claims describe the second system 
receiving the key from the first system, as Cooper discloses (column 4 lines 7-10). 

With regard to claims 5 and 28, applicant argues that Cooper does not disclose 
receiving a "stream of data", but discloses receiving a software object. Applicant again 
attempts to add special meaning to known terms. The definition of data stream, in 
Microsoft's Computer Dictionary, is "An undifferentiated, byte-to-byte flow of data", 
which certainly reads as a software object. 

With regard to claims 15 and 26, applicant argues that Cooper teaches, "a 
decryption key may be stored on another system on the network, or supplied by a 
system administrator". Applicant further argues, "Manually supplying a key from an 
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administrator does not result in applicant's claimed invention". The examiner agrees, 
with this last statement, but Cooper clearly states that the files can be downloaded, and 
suggests that this is not desirable (column 21 lines 12-44). However, art teaching away 
is not a valid argument for a 102 rejection, and thus Cooper does disclose this method 
of transferring the data. 

Conclusion 

2. THIS ACTION IS MADE FINAL Applicant is reminded of the extension of time 
policy as set forth in 37 CFR 1.136(a). 

A shortened statutory period for reply to this final action is set to expire THREE 
MONTHS from the mailing date of this action. In the event a first reply is filed within 
TWO MONTHS of the mailing date of this final action and the advisory action is not 
mailed until after the end of the THREE-MONTH shortened statutory period, then the 
shortened statutory period will expire on the date the advisory action is mailed, and any 
extension fee pursuant to 37 CFR 1 .136(a) will be calculated from the mailing date of 
the advisory action. In no event, however, will the statutory period for reply expire later 
than SIX MONTHS from the mailing date of this final action. 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Jacob Lipman whose telephone number is 571-272- 
3738. The examiner can normally be reached on 7:00 - 4:00 (M-Th). 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Gregory Morse can be reached on 571-272-3838. The fax phone number 
for the organization where this application or proceeding is assigned is 703-872-9306. 
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Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). 
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